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1. INTRODUCTION

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive to report to 
the Audit Committee on the performance of internal audit relative to its plan, including any 
significant risk exposures and control issues. The frequency of reporting and the specific 
content are for the Authority to determine.

1.3 To comply with the above this report includes: 

 Any significant changes to the approved Audit Plan;
 Progress made in delivering the agreed audits for the year;
 Any significant outcomes arising from those audits; and
 Performance Indicator outcomes to date.

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN

2.1 At the meeting on 27 March 2017, the Annual Internal Audit Plan for the year was approved, 
identifying the specific audits to be delivered. Changes were reported to the Committee in 
September 2017 and March 2018. 

2.2 Since this report there has been one amendment to the plan with the time initially allocated to 
review ISO Policy, this time has now been utilised to develop a three-year plan of work for IT 
audit reviews. This is currently being finalised and will be subsequently reported through to 
Committee. 

3. PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK

3.1 The current position in completing audits to date within the financial year is shown in Appendix 
1 and progress to date is in line with expectations.

3.2 In summary:

138 days of programmed work has been completed by Eastern Internal Audit Services, 
equating to 100% of the EIAS allocated (revised) Audit Plan for 2017/18.

70 days of programmed work has been completed by East Lindsey District Council, equating 
to 100% of the ELDC allocated (revised) Audit Plan for 2017/18.

4. THE OUTCOMES ARISING FROM OUR WORK

Eastern Internal Audit Services

4.1 On completion of each individual audit an assurance level is awarded using the following 
definitions:

Substantial Assurance: Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to manage the risks to 
the continuous and effective achievement of the objectives of the process, and which at the 
time of our review were being consistently applied.

Reasonable Assurance: Based upon the issues identified there is a series of internal controls 
in place, however these could be strengthened to facilitate the organisation’s management of 
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risks to the continuous and effective achievement of the objectives of the process. 
Improvements are required to enhance the controls to mitigate these risks.

Limited Assurance: Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the continuous and 
effective achievement of the objectives of the process. Significant improvements are required 
to improve the adequacy and effectiveness of the controls to mitigate these risks.

No Assurance: Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely upon them to manage 
risk to the continuous and effective achievement of the objectives of the process. Immediate 
action is required to improve the controls required to mitigate these risks.

4.2 Recommendations made on completion of audit work are prioritised using the following 
definitions:

Urgent (priority one): Fundamental control issue on which action to implement should be 
taken within 1 month.

Important (priority two): Control issue on which action to implement should be taken within 
3 months.

Needs attention (priority three): Control issue on which action to implement should be taken 
within 6 months.

4.3 In addition, on completion of audit work “Operational Effectiveness Matters” are proposed, 
these set out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance 
the delivery of value for money services. These are for management to consider and are not 
part of the follow up process.

4.4 During the period covered by the report Internal Audit Services have issued four final reports:

Audit Assurance P1 P2 P3

Corporate Governance Reasonable 0 0 1

Risk Management Substantial 0 0 1

Change and Patch Management Reasonable 0 2 3

The Executive Summary of these reports are attached at Appendix 2, full copies of these 
reports can be requested by Members.

4.5 As can be seen in the table above as a result of these audits seven recommendations have 
been raised for South Holland management to address, all of which have been agreed. 

In addition, two Operation Effectiveness Matters have been proposed to management for 
consideration.  

4.6 During this period the second review of the Greater Lincolnshire Local Enterprise Growth and 
Efficiency Programme (GL LEGE), branded Grants4Growth, which is an ERDF funded project 
managed and delivered by South Holland District Council's Economic Development Service 
has been reviewed.
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The objective of the second phase of the audit was to ensure compliance against EU 
requirements and any updates since phase one. Two suggested actions were raised to ensure 
that claims are processed within the requisite timescales as per the Funding Agreement and 
to continue to apply the data retention timescales as per the ERDF requirements whilst also 
ensuring that South Holland requirements are met in this regard. 

4.7 A position statement has also been issued in the area of Housing. This review focuses on an 
early check of the governance arrangements within the Operational Repairs Team (ORT) to 
provide assurance that it is heading in the right direction following the restructure from the 
former Construction Services Unit (CSU).  A total of 15 action points were raised and the audit 
concluded with the opinion that whilst progress had been made since the prior review of the 
CSU service in February 2016, further work is still required for the effective functioning of the 
ORT. In 2018/19 30 days have been allocated for internal audit to review the Housing area in 
more detail and to provide a full assurance report. 

4.8 Compass Point Business Services (CPBS) – Service area audits

As with the work completed by TIAA, on completion of each individual audit an assurance 
option is awarded, the principle behind the assurance is the same however they are referred 
to in different terms. The following is a comparison for Members information:

TIAA assurances CPBS assurances

Substantial assurance High assurance

Reasonable assurance Substantial assurance

Limited assurance Limited assurance

No assurance Low assurance

The audits also conclude with recommendations which are classed as high risk, medium risk 
or advisory points, these equate to the priority one, two and three recommendations raised by 
TIAA.

For ease of reference for Members the terminology employed by TIAA will be utilised when 
referencing this work within this report. 

4.9 The following summary is also provided for Members information with regards to the audits 
competed in this period. A full copy of the report can be requested by Members.

4.10 Income

This report was finalised in May 2018 and has been given a reasonable assurance grading. A 
total of two important recommendations have been raised, with the first being immediately 
addressed by management (incomplete ledger reconciliations) and the second - 
improvements to cash collection procedures at Ayscoughfee Museum - due to be finalised by 
the end of July 2018.
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Housing Benefits

This report was finalised in May 2018 and has been given a reasonable assurance grading. A 
total of two recommendations have been made one urgent and one important. The urgent 
priority recommendation relates to enabling the audit trail function within AX, or looking at 
alternative control measures should this be required, management will look to concluded this 
by December 2018. The important priority recommendation raised relates to restricting 
property reference numbers so that staff are unable to access their own personal Council Tax 
accounts, this will be completed by the end of July 2018. 

Accounts Payable

This report was finalised in April 2018 and has been given a reasonable assurance grading. 
A total of three important recommendations have been raised. The first relates to ensuring 
that the authorisation matrix is updated to ensure that appropriate approval limits are in place 
and applied, thus ensuring that purchases are made with the appropriate authorisation and 
that segregation of duty and restrictions on the approval of supplier set ups is in place. These 
control weaknesses put the Council at risk of fraud. Recommendations were also raised in 
relation to the protection of personal bank account information within the finance portal. This 
puts the Council at risk of noncompliance with recent changes to GDPR legislation.

Revenues

This report was finalised in June 2018 and has been given a limited assurance grading. A total 
of two urgent and three important recommendations have been raised. The urgent 
recommendations relate to; ensuring that now the policy for write offs has been finalised, this 
needs to become embedded within regular processes, and ensuring that the ability to refund 
back to the original card payment method is implemented to mitigate fraud risks. 

The important recommendations relate to; introducing a formal rolling programme for visiting 
premises for NDR reliefs, adequately recording results of any visits as well as the monitoring 
of NDR suppressed accounts. All actions are to be completed by September 2018. 

Accounts Receivable

This report was finalised in April 2018 and a no assurance conclusion was reached. The audit 
report recognises that Invoice and Credit note authorisation continues to be a significant 
weakness and that credit note administration has declined across both Councils. 

A total of 12 recommendations were raised during this review, three urgent and nine important. 
The urgent recommendations relate to the authorisation matrix (as also noted in the Accounts 
Payable audit), the use of Social Media for investigations, and controls to improve segregation 
of duty. 

The other significant actions agreed as part of the audit will ensure that there is accurate 
monitoring of aged debt and uncollectable debt, correct VAT codes are used, variances are 
regularly monitored, credit note authorisation (and evidence) is maintained, and for the 
processing limit for invoices to be reviewed. 

We recommend the committee closely monitors the progress in addressing the 
recommendations to satisfy themselves that progress is being made to mitigate these risks.
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Budget Management – Reasonable

This audit was finalised in July 2018 and has been given a reasonable assurance grading. An 
urgent priority finding has been raised in relation to the approval of budget virements. 
Important recommendations were raised in relation to draft budget sign off, recording of budget 
meetings, the creation of a timetable for financial reporting to members and the preparation 
and approval of Medium Term Financial Plans and annual budgets.  

Payroll and Human Resources – Limited

This report was finalised in July 2018 and has been given a limited assurance, with three 
urgent and four important recommendations raised. The urgent recommendations relate to 
ensuring that compliance with GDPR requirements are met in terms of storing employee’s 
information, ensuring that appropriate segregation of duty is in place for the HR system and 
that the key controls within the leavers process are followed.  The important recommendations 
relate to the scanning of key new starter documentation on the IDOX software, ensuring new 
starter documentation such as signed contracts are sent back to HR, ensuring employment 
references are carried out and ensuring that inappropriate employee information is not stored 
on IDOX files. 

4.11 The issues highlighted within the Accounts Receivable, Revenues and Payroll and HR report 
will need to be raised within the Head of Internal Audit’s Annual Opinion, and should be 
considered for inclusion in the Annual Governance Statement. 

4.12 There continues to be delays in the finalisation of Compass Point Business Services audit 
reports, with only two of the eight reports being drafted by the end of April. 

We would like the Committee to note that the arrangements need to improve and be much 
more efficient to allow an exhaustive assessment of the control environment to be made within 
year end deadlines in the future. Particularly in light of the earlier close down of the accounts.

5. PERFORMANCE MEASURES - EIAS

5.1 The Internal Audit Services contract includes a suite of key performance measures against 
which the contractor will be reviewed on a quarterly basis. There are a total of 11 indicators, 
over four areas, the results of all performance measures for 2017/18 can be found in the 
Annual Report and Opinion.

5.2 There are individual requirements for performance in relation to each measure; however, 
performance will be assessed on an overall basis as follows:

 9-11 KPIs have met target = Green Status.
 5-8 KPIs have met target = Amber Status.
 4 or below have met target = Red Status

Where performance is amber or red a Performance Improvement Plan will be developed by 
the contractor and agreed with the Internal Audit Manager to ensure that appropriate action is 
taken.

5.3 All work has now been completed and a report on the performance measures provided to the 
Internal Audit Manager, performance was at green status at financial year end, with targets 
having been satisfactorily met.
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5.4 In addition to these quarterly reports from the Contractors Audit Director, ongoing weekly 
updates are provided to ensure that delivery of the audit plan for the current financial year is 
on track.  
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK 
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES

Assurance Review of Corporate Governance Arrangements

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Robustness of new 
processes put in place 

0 1 1 2

Member training (in the 
new standards 
arrangements)

0 0 1 0

Comparison of turnaround 
times for complaints, 

between previous and 
new arrangements 

0 1 1 0

Total 0 2 3 2

SCOPE

The objective of the audit is to review the systems and controls in place within Corporate Governance to help confirm that these are operating adequately, 
effectively and efficiently. The review, which will cover both Councils, will specifically focus on the new standards arrangements for Members.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of two 'important' and three 'needs attention' recommendations being raised upon the conclusion of our work.

 The audit has also raised two 'operational effectiveness matters', which sets out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

Robustness of new processes put in place 

 Changes to the old / new standards arrangements were clearly defined for both Councils in the respective reports to full Council on 6th April 2017 for Breckland 
and 1st November 2017 for South Holland to inform Council Members in their decision to adopt the new processes. 

Comparison of turnaround times for complaints

 Both Councils produce a Standards Annual Report which is reported to the Governance and Audit Committee at Breckland and the Standards Panel at South 
Holland. This includes details of the number of complaints that have been received and the relevant outcomes providing an overview for Members and 
demonstrating the Council’s compliance with the requirements of the Localism Act 2011, to have processes in place for dealing with complaints against Members 
of the district, town and parish Councils within the district.
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ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where two 'important' recommendations have been made.

Robustness of new processes put in place

 Acknowledgement letter to complainant and subject Member to include a summary/relevant part(s) of the Members’ Code of Conduct that it is alleged may have 
been breached. This should assist in mitigating the risk of misunderstanding from the outset and the reason for the complaint being pursued incorrectly. 
(Breckland)

 Comparison of turnaround times for complaints, between previous and new arrangements

 An analysis of complaints to be undertaken of processing times between the current and previous systems, including highlighting any exceptions such as 
complaints having taken longer than expected with reasons for this being stated. This helps mitigate the risk that unnecessary system/process changes are 
adopted leading to poor performance and adverse reputation of the Council. (Breckland)

The audit has also highlighted the following areas where three 'needs attention' recommendations have been made.

Robustness of new processes put in place

 Members are notified of the change in wording included in the Members’ Code of Conduct published on the Council’s website, thereby mitigating the risk that 
gifts and hospitality are not declared in accordance with the current Members’ Code of Conduct leading to potential complaints being made against those 
Members for non-compliance. (Breckland)

Member training (in the new standards arrangements)

 Annual letters to be sent to all Members reminding them of their requirements in registering DPI (Disclosable Pecuniary Interests) and other registrable interests 
in addition to a reminder of the requirements of the revised standards arrangements. This helps mitigate the risk that Members are not provided with the 
necessary knowledge of the current standards should a complaint be levied against them and thus, do not follow correct procedures. (South Holland)

Comparison of turnaround times for complaints, between previous and new arrangements

 The complaints spreadsheet record to be fully populated and decision notices to be retained on file, thereby mitigating the risk that processes are not being 
followed as laid down leading to a poor service delivery including a delay in responses to complainants. (Breckland)
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Operational Effectiveness Matters

The operational effectiveness matters, for management to consider relate to the following:

 To include a link to the Members’ Code of Conduct within the 'how to make a councillor complaint' page Breckland Council website. (Breckland)

The arrangements documentation is revised to include an appendix covering key criteria for assessment of complaints; adoption of flowchart depicting the various 
stages; and definitions of key officers and terms. This thereby helping to mitigate the risk that the process is unclear leading to misunderstanding and uncertainty 
over the arrangements. (Both Councils
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Assurance Review of Risk Management

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Management and 
monitoring of risks

0 0 2 0

Total 0 0 2 0

No recommendations have been raised in respect of risk policy or reporting and management of 
risks.

SCOPE

This is a joint audit review which focusing on the use of the Pentana performance system, the role of the Performance, Risk and Audit Board and the information 
reported to the Governance and Audit Committees.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Substantial' in managing the risks associated with the audit. The assurance opinion has 
been derived as a result of two 'needs attention' recommendations being raised upon the conclusion of our work. 

 It is recognised that the risk management policy requires formal sign off, however audit testing has highlighted that the requirements of the new policy have 
already been adopted in practice. 

 A direction of travel indicator is not provided since this area has not been covered previously at South Holland District Council and with a Position Statement 
having been provided for the previous review at Breckland District Council, as part of the 2015/16 audit plan. 

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 All risks are assigned to a responsible officer and manager who then ensures that risks are updated regularly and mitigations put in place.

 Triggers are set within the Pentana performance system to automatically alert responsible officers when updates are due, to ensure that risks are reviewed on 
a regular basis.

 Regular updates on risk management are provided to the joint Performance, Risk and Audit Board and through to the Executive Management Team, ensuring 
oversight from senior management. Thus ensuring that robust governance arrangements are in place.

 Each Council's Governance and Audit Committee receives quarterly updates on the Strategic Risks at the Council, so that there is oversight from Members. 
Thus further strengthening the governance arrangements. 

 The Governance and Audit Committee at Breckland has provided feedback to the team on the presentation of the quarterly strategic risk register to ensure that 
the information is presented in a more meaningful way. 
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ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where two 'needs attention' recommendations have been made.

Management and monitoring of risks

 Breckland IT department's operational risks to be recorded on Pentana, to mitigate against risks not being managed consistently and effectively across the 
Council.

 The risk management framework is updated to include the process by which risks are removed from the strategic risk register, to reduce the risk of such 
decisions being made inconsistently and of risks being removed erroneously.

Operational Effectiveness Matters

There are no operational effectiveness matters for management to consider.

Previous audit recommendations

A review of Risk Management (BRK/16/01) was completed as part of the 2015/16 audit plan for Breckland Council. This culminated in a final Position Statement being 
issued in December 2015, detailing a number of suggested actions rather than formal audit recommendations. This area has not been subject to previous audit scrutiny 
at South Holland District Council by TIAA.  As a result, there are no outstanding audit recommendations relating to risk management.

Other points noted

The Risk Management Framework, which includes the Risk Policy and Strategy for both Councils, is in the process of being updated. This document reflects the 
strategic direction of the Councils towards risk management and current practice is aligned to the new policy. The first draft of the new policy for Breckland was 
submitted to the Governance and Audit Committee in December 2017 and a revised version was presented at the February 2018 meeting. Further changes were 
requested and a final version will be submitted in June 2018. The policy will then need approval from Cabinet, is scheduled for July 2018. The South Holland policy 
will be essentially the same and will go through the Audit Committee and Cabinet cycle after the Breckland policy has been approved. As such, no recommendation 
has been raised.
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Assurance Review of Change and Patch Management

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Change Management 0 1 3 0

Patch Management 0 1 0 1

Total 0 2 3 1

SCOPE

An audit has been requested to help provide assurance over the change and patch management processes at the Council as this is an area that has not 
previously been reviewed.
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RATIONALE

 The systems and processes of internal control are, overall, deemed 'Reasonable Assurance' in managing the risks associated with the audit. The assurance 
opinion has been derived as a result of two 'important' and three 'needs attention' recommendations being raised upon the conclusion of our work.

 The audit has also raised one 'Operational Effectiveness Matter', which sets out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

POSITIVE FINDINGS

It is acknowledged there are areas where sound controls are in place and operating consistently:

 There are formal document Change and Patch Management policies and procedures in place that have been regularly reviewed, ensuring consistency of 
practices.

 There is a regular maintenance window that takes place every month, with emails sent out in advance of each window to inform all relevant management of the 
changes being implemented.  The presence of a regular maintenance window and related communications allows management the opportunity to approve or 
reject changes being planned.

 Change tracking is undertaken using the Hornbill Service Desk application, these processes are due to be migrated to NetHelpDesk in the near future.  which 
incorporates enhanced reporting and workflow capabilities.

 Sample testing noted that backout procedures are included as part of the change management process, these are required to be clear about how to manage 
any changes that have failed and need to be reversed.

 The Change Management policy includes the need to manage Emergency Changes, thus allowing the Council to implement changes with formal management 
review taking place retrospectively.

 Windows Server Update Services (WSUS) is used to deploy and monitor all Windows and Office patches, with System Center Configuration Manager (SCCM) 
recently being installed to manage all non-Windows (3rd party) patching, primarily Adobe and Java. The use of these systems helps to ensure the adequate 
management of patch deployments and ongoing monitoring of devices not being captured by the process.
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ISSUES TO BE ADDRESSED

The audit has highlighted the following areas where two 'important' recommendations have been made.

Change Management

 The NetHelpDesk workflow functionality needs to be implemented to help ensure that all relevant data that relates to change records is consistently recorded 
within the application, to enable this to be reported upon. Thus ensuring that change history data is maintained. 

Patch Management

 Vulnerability scanning needs to be implemented to help support the patch management processes by detecting potential vulnerabilities that may require 
investigation and patching, thus ensuring that all machines are appropriately protected.

The audit has also highlighted the following areas where three 'needs attention' recommendations have been made.

Change Management

 Reviews of Business Continuity and/or Disaster Recovery plans needs to be included in the Change Management policy so that any changes directly affecting 
a business service can continue to be adequately supported following an incident.

 The Terms of Reference for the Change Advisory Board (CAB) needs review and update to include the need for oversight of all relevant changes across their 
respective lifecycles and not just the changes due for implementation at the next planned maintenance window, to ensure appropriate oversight .

 All changes need to be recorded within Hornbill/ NetHelpDesk so that appropriate visibility and oversight over all change requests can be assured.

Operational Effectiveness Matters

The operational effectiveness matter, for management to consider relates to the following:

Management to investigate the ability of System Center Configuration Manager (SCCM) to link with Windows Server Update Services (WSUS) to review patching 
errors and raise service desk tickets automatically on an exception basis


